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Objectives

1. Can we find 512+ bugs?

2. Can balloons be used as
progress bar?
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200 Bugs Milestone
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The Life of Binary Planting
1998 NSA: Windows NT Security Guidelines

DLL Spoofing

“Double clicking on MS Office documents from Windows Explorer
may execute arbitrary programs in some cases.”

NSA Windows NT Security Guidelines 105 18. Spoofing
© 1998 TSS, Inc. UNCLASSIFIED 18 Mar 98
E L T
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Aug 18, 2010 Apple fixes iTunes, Acros publishes ASPR
Later that day The cat gets “out of the bug”
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DLL Search Order — The “Troublemaker”

LoadLibrary (“SomeLib.d1l1l”)

The directory from which the application loaded
Current Working Directory (CWD)
C:\Windows\System32
C:\Windows\System

C:\Windows

System PATH; User PATH

1.
2.
3.
4.
5.
6.
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Causes For Not Finding Binaries in Primary Locations

Programmer checks for local capabilities by trying to load a library
Language-dependent DLLs

A custom/partial install

Application is prepared for future enhancements

Backward compatibility

O/S Porting (loading “linuxlib.s0.1” on Windows)

Missing delay-load DLLs

Wrong assumptions about “side by side” DLLs

9. Some DLLs are present on OS1 but not on OS2 (dwmapi.dll)

10. Application written so that it finds its binaries in PATH

11. Different paths to system DLLs in registry between OS1 and OS2
12. Assumptions about installed components

13.DLL loaded by 3rd party process in another location
14. Incomplete uninstalls
15. ...

© NO Ok wWDh -~
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Binary Planting Attacks
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3-Step Attack Scenario

1. Planting a malicious binary
2. Getting CWD to the location of binary
3. Waiting for the app to load and execute it
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Setting The Current Working Directory

. Double-clicking a file in Explorer
. File Open, File Save dialogs

. Last open/save location

. Fixed location

. cmd.exe: cd command

. File explorers

. CreateProcess, ShellExecute

. New process gets parent's CWD

1
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Internal Network Attack

Internal Corporate Network

»

File Server
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Local Goes Remote
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Attacking From Internet — The WebDAV Magic
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Attack Vectors

. Clicking on a link in browser

. Clicking on a link in e-mail

. Clicking on a link in IM message
Planting a binary on a file server
Document and binary in a ZIP archive
Document and binary on a USB stick
Document and binary on CD/DVD
Local privilege escalation

. Advanced binary planting attacks

© ©NOOA LN
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DLL Plantlng Demo

i wab.exe
Address Book
: Microsoft Corporation

AL




— . -

¥ demo oM@E Q & @

File Edit View Favorites Tools Help cf hack.html music.mp3

@ Back ~ @ - L’ p Search [C Folders | ‘a
Address |2 11192.168.0.133\demo ' ~ ’i '

:*-Zr'es.dll'\-explarer.e:-:e oBPPDATAY:

W

acros.vcf

Type: vCard File Size: 453 bytes 453 bytes 0 Internet

=/ Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help

He  QABE | $AS #8525

Seq... Time... Process Na... PID  Operation Path Result D
< | i | >
The current filter excludes all 14,812 events Backed by page file

’ltl start & Process Monitor - Sys... ? demo on 192,168.0.133 g ’(/,:l 1:33 PM
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Binary Planting Goes "EXE”
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Searching for Non-Absolute EXEs

CreateProcess (“"SomeApp.exe”)

The directory from which the application loaded

Current Working Directory (CWD)

C:\Windows\System32
C:\Windows\System
C:\Windows

System PATH; User PATH

1.
2.
3.
4.
5.
6.

T ’l\\ -
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Searching for Non-Absolute EXEs

ShellExecute (“SomeApp.exe”)

The direatont ik L estiontonded
Current Working Directory (CWD)

C:\Windows\System32
C:\Windows\System
C:\Windows

System PATH; User PATH

Al N b
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PUBLIC

Searching for Non-Absolute EXEs

_spawn*p* and exec*p¥*

Teo : ot o i entiontanded

1. Current Working Directory (CWD)
2. C:\Windows\System32
—C WinmdowstSystem

3. C:\Windows
4. System PATH; User PATH

P &E\”‘ \
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Score

DLL Planting: 400+
EXE Planting: 120+
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Our Research
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Research Summary

Inspected 200+ Windows applications

At least one exploitable Binary Planting issue
in almost every one!

(And we barely scratched the surface)
Recorded 520+ Binary Planting issues

Tool for detecting Binary Planting vulnerabilities
GUI, monitoring processes
Automated exploitation
Ability to directly debug vulnerable code

£ AR
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ACROS Binary Planting Detector
BEE

ACROS Yulnerabillity Detector 0.9.1

“~open [ save |Igj Global Attach |CJ Monitor OnfOff [l Run monitored | s Clear I‘ Scrolling || g Find €=Prev = Next
Events \ Settings | License|
Fit | 2 | | A l | Monitoring: OFF
ilter processes v events v Global attach: ON acros
Time Stamp Process Event Type | Details
13:01:10:307 | [ C:\Program Files\Google\Google E arth'client\googleearth.exe @ Process detached Aplication tried to load wab32res.dll from the ~
13:01:25:079 | 1) C:AWINDOWS\Explorer EXE @ Set CwD current directory(C:\Documents and Settings
- | |hattacker2WMy DocumentsiDownloads)!
13:01:25:079 | g C:AWINDOWSAE xplorer EXE @ SetCwD
13:.01:25:579 @ C:A\Documents and Settingshattacker2iLocal Settings\applicatio [j Process attached Callstack:
13:01:25:579 @ C:\Documents and Settings\attacker2\Local Settings\applicatio @ Set CwD CAWINDOWS \spstem32\ntdll i - 0x7C916865
13:01:25579 | & C:\Documents and Settingshattacker2\Local Settings\applicatio @ Set CwD LdiLoadDII[) + 02338 bytes
13:01:25:579 C\D ts and Settinashattacker?\Local Settings\applicati Set CwWD C:AWINDDWS \system32ntdll.dll : 0x7C951BCE
t e OEUmENs and 9e !ngs AACKereiLocal 98 fngs PP !ca TO © se Ldi&lternateResourcesEnabled() + 09467 bytes
13:01:27:251 | @ C:\Documents and Settingshattacker2\Local Settings\Applicatic; @ Set CwD C:AWIND OWSsystem32hntdll.dil - 0x7C91B843
13:01:27:970 | & C:\Documents and Settingshattacker2\Local Settings\Applicatio [ Process attached Ei{i/eltagtiovﬁsc\livalionggiﬂeslll[!jﬁ 061 ?gst;:.gg? g
(1197 X . . o : system3Zintdll.dll : Ox
13:01:27:970 @ C:\Documents and Seltfngs\atlackerZ\Local Settfngs\&pplfcatfo @ SetCwD RiiGetActiveActivationContext) + 056 bytes
13:01:27:970 @ C:\Documents and Settingsattacker2\Local Settings\Applicatiol @) Set CwD C:AWINDOWS system324ntdll.dll : 0x7CI161D4
13:01:27:970 | @ C:\Documents and Settingshattacker2\Local Settings\Applicatiol @ Set CwD E.‘{‘{;:Eggwisc‘?dets tfi%%[{ *‘té]lrgﬁléob}';gsm 5490
13:01:28720 | @ C:\Documents and Settingshattacker2\Local Settings\Applicatio; @ Set CwD LarLoadD I+ Uzﬁg rbnytesn o U
13:01:28:738 @ C:\Documents and Settingshattacker2\Local Settings\Applicatioy @ Set CwD CAWINDOWS \system32\kemel32.dIl :
17N . : : T 0x7C801BBD LoadLibraryEx\w/() + 0xC8 bytes
13:02:08:079 @ C:\Documents and Selt!ngs\attackeIZ\Local Settfngs\.&pplfcatfo @ SetCwD CAWIND DWSsystem32ikemei32.di -
13:02:25:954 | @ C:A\Documents and Settings\attacker2\Local Settingsh\Applicatio @ Set CwD 0x7CB0AEFC LoadLibraryw/() + 0x11 bytes
13:02:25:954 | & C:\Documents and Settingshattacker2\Local Settings\applicatio @ Set CwD C:AWIND OWShsystem32\SHLWAPL.dIl -
130225954 | & CAD ts and SettingshattackerZ\Local Settings\Applicatio| @ Set CWD EapTE FEF ckisI0RI + oA totes
:02:25: -\Documents and Settings\attacker2iLocal Settings\applicatio e CAWINDOWS \spstem32\SHLWAPLdl -
13:02:26:345 | ') C:\Program Files\Outlook Express\wab.exe @ Process attached 0477F33421 PathUndecorate'w/() + 0:64DC bytes
12:02:26:34 ) CAP i | ] CAWINDOWShsystem32\SHLUWAPLdIl -
3 02283 5 C:\Proaram F es\Outlook Expressi\wab.exe @ SetCwD 0x77FBAIE4 Drdinal377() + 0x3C bytes
13:02:26:360 C:\Program Files\Outlook Express\wab.exe % Load DLL from CwD C:\Program Files\Outlook Expressiwab. exe :
13:.0257:095 | 3 C:AWINDOWSAE xplorer EXE @ SetCwD 0x010023D4 [) + 0x0 bytes
130267110 | 1§ C:AWINDOWS\Eplorer EXE © SetCwD T S e el
13:02:57:860 g’ C:AWINDDWS\system32\narrator.exe E Process attached C:\Program Files\Outlook Expressiwab.exe : B
13:0257:860 | 9”7 CAWINDOWS system32\narrator.exe © SetCwD 0x0100334E (] + 0x0 bytes
non 40 40 e 4 o L L —r PR V| CAWINDOWS\system32ikemel32.dIl : M
Loaded 489 events

e | .&g_s

—a- .
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How Many Bugs?!?

XP ~1340m, Vista ~400m, Windows 7 ~150m
~100.000.000.000 bugs
Approx. 11.000 times the number of bicycles in

Beijing
Hundreds of BP bug Winc fws computer

Tens of thousands of wa: to any bank
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_ Affected Vendors
Microsoft

Apple
Google
VMware
IBM
Siemens

Mozilla ...100+ from our research
Adobe
Avast
Autodesk
Sophos
PGP ...

... 10+ at Secunia

a8 B \\\ -
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Recommendations
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Recommendations for Developers

Use absolute paths to libraries and executables

Don’t make “let’s see if it's there” LoadLibrary* calls
Don’t plan on finding your DLL/EXE in CWD or PATH
Set CWD to a safe location at startup

Use SetDIIDirectory(*”) at startup

Don’t use SearchPath function for locating DLLs

Check your product with Process Monitor or another tool
Test with CWDIllegallnDIlISearch hotfix set to "max".

Do this for all modules of your product!

http://www.binaryplanting.com/quidelinesDevelopers.htm
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Recommendations for Administrators

Install Microsoft’s Hotfix, remember to configure it

Disable “Web Client” service

Windows Software Restriction Policy, Windows AppLocker (DLL)
Use a personal firewall with process and connection blocking
Block outbound SMB on corporate firewall

Block outbound WebDAV on corporate firewall

Limit internal SMB, WebDAV traffic

Restrict write access on file repositories to prevent planting

e = WA &.&i




PUBLIC Page 30 HITB 2010, Kuala Lumpur

Recommendations for Users

« Be careful when using USB sticks, CDs, DVDs
from unknown sources

« Think before double-clicking on anything presented to you

« If in doubt, download the data file (alone)
to local drive and open it

« Alert your administrators about binary planting

£ AR
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What Microsoft Could Do

Short Term

Extend the hotfix to EXE

Introduce SetExeDirectory()

Safe search path for EXE loading

Set the default for file browse dialogs to not change CWD

Long Term

Remove CWD from search paths
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The Ultimate Solution: Eliminating CWD From The Game

Binary Planting-
Positive
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Apple Re-Hacking Demo
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DLL Search Order after SetDIIDirectory Call

SetDl1lDirectory (safepath)
LoadLibrary (“SomelLib.d1l1l”)

The directory from which the application loaded
C:\Windows\System32

C:\Windows\System

C:\Windows

The SetDIIDirectory location

System PATH; User PATH

20 FA i

£ AR
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Unresolved Environment Variables

“Win32 Oddities — Unable to Expand System Variables”

“Vista - REG_EXPAND SZ only seems to expand some
variables”

« “Path Environment Variable Incorrect After Logon”
«  “Windows installer screws up the PATH environment variable”

« “Environment variables not being expanded in Path registry
entry”

« “ExpandEnvironmentStringsForUser() APl does NOT expand
the environment variable %USERNAME% on Windows 7~

« Microsoft Support, 2007: “Environment variable may not expand

%APPDATA% to the Application folder”
~http://. .Ml t.com/kb/329308

- | : o | F h, ‘»

"""" O SRR e
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Unresolved Environment Variables — Real World Examples

« S$APPDATAS%/Python/Scripts

e %ProgramFiles (x86) %

* %CommonProgramFiles%/Microsoft Shared/Windows Live

e %PROGRAMFILES (x86) %/Common Files/Microsoft Shared/Ink
« SUSERPROFILE%/Local Settings/Temp

» %systemroot%/system32/DATA/Config

e 3NpmLib%

£ AR
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Shortcut Eo
Procmon. exe

/ ' Search Folders

Address | . 11192,168.0.133demo
%oBPPDATAY:

.@.

MP3

music.mp3

aeno :
e C:A\WINDOWS\system32\cmd.exe

IEd = C:\Documents and Settings\attacker2>_
SO0FCCOTES

_'g}_' Process Monitor - Sys... r? demo on 192.168.0,133 cv CIWINDOWS)syste. .. 'f % zr; 3:06 AM

V) start

it




0-Code




Microsoft Yisual Studio =12 x|
R' Edit View Project Debug Team Data Tools Architecture Test Analyze ‘Window Help

e R AEH R = { % AH9 -0~ ___l,‘ P Release Win32 “3 2

Resource View

X0g|00) . 42.0jdx3 Jarias e

Output

Show output from: | Build

W Ec B B 7. B Code Definition Window [JEReTasT

Build succeeded

lfj Startl J |°° Microsoft Yisual Studio _J Temp | J share on 192,168.79.139 <« 9




/7 http://www.acros.com/print_n_plant_PoC3/print_n_plant_PoC.html - Windows Internet Explorer

=81 x|

@ @ |g‘ htkp: /v, acros,com/print_n _;:-lant_F'c-C;k:}%rint_n _plant_PaC.html ;I ‘ @ ’ "QH X ’ IW Wikipedia (en) ‘p "
File Edit View Favorites Tools Help
~ . »
o Favorites @ http:jfwwww.acros.comfprint_n_plant_PoC3{print_n_p... | | e v ' pm v Page~v Safety v Tools~ @~
=

Select vour favorite planting method ¥

DLL Planting

EXE Planting

i

[Done | | | | | | |§ Internet
wStartI ] Ba® > “ € http:/ /www.acros.co...

v v | R1w00% v g

| ||«g 4:19 PM
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Resources

www.binaryplanting.com
blog.acrossecurity.com

http://support.microsoft.com/kb/2264107
http://blog.metasploit.com/2010/08/exploiting-dll-hijacking-flaws.html
http://blog.metasploit.com/2010/08/better-faster-stronger.html
http://securityxploded.com/dllhijackauditor.php
http://technet.microsoft.com/en-us/sysinternals/bb896645.aspx

http://secunia.com/advisories/windows_insecure_library loading/

144 1

Google “binary planting”, “dll hijacking”, “dll preloading”
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Public Binary Planting Tools

=/ Process Monitor - Sysinternals: www.sysinternal...

File Edit Event Filter Tools Options Help

EH XBE | YAS #5  #EB

Seq... Time...  Process Name PID  Operation »

123 3:.08:4... }JEprorer.EXE 184 QuernyDpen o0 ° °
124 9084.. '9ExplorerEXE 184 CreateFile DLLH kA d t [< ]t
126 9:08:4... '-_,::Explorer.EXE 184 QueryStandardinformationFile ]-J ac u 1
130 9:08:4... JExplorer EXE 184 CloseFile
134 9.084.. lsass.exe 1036 RegOpenKey
135 9:084.. Tllsass.exe 1036 RegOpenKey
136 9:08:4... Tllsass.exe 1036 RegQueryValue
137 9.084... Tllsass.exe 1036 RegCloseKey
138 9:084... Tlsass.exe 1036 RegOpenKey
139 9:084... Tllsass.exe 1036 RegQueryValue
140 9:08:4... "llsass.exe 1036 RegCloseKey
141 9084, lsass.exe 1036 RegCloseKey
142 3:084... Tllsass.exe 1036 RegOpenKey
143 3:084... Tllsass.exe 1036 RegOpenKey
144 9:08:4.. "lsass.exe 1036 RegQuernyValue
145 9:084.. "Jlsass.exe 1036 RegCloseKey
146 3:08:4... Tllsass.exe 1036 RegOpenKey
147 9.08:4... Tlsass.exe 1036 RegQuernyValue
148 9:08:4... Tlsass.exe 1036 RegCloseKey 7
140 Q.NO0.- 4 s [ PP, ANAIC DaAanlTlaa~l ~n

< >

Showing 3,989 of 22,372 events (17%) Backed by page file

Smert Tool to Audit the D1l Hijaeck Vulnerability
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www.binaryplanting.com/test.htm

(tell your friends, colleagues about it)




